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Problem

Many stakeholders from different organizations are needed
to create business processes:

— Business domain experts define the process
— Security experts specify security requirements
— Developers create the service composition

— IT Operations deploys the service composition

This is difficult and time-consuming:

— Increasingly, multiple companies are involved in the definition and
execution of business processes

— No streamlined development environment to allow these
stakeholders to work collaboratively

— Cannot quickly create, evolve, and test business processes
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Выступающий
Заметки для презентации
Business domain experts cannot validate the business process without waiting for the IT artifacts to be manually created or modified and put into operation.

Large time lag between the definition of a change to a business process and its deployment 






Solution

A shared business process modeling workspace
— Stakeholders from different organizations work together
— Supports definition of a business process model (BPM)
— Supports definition of security requirements

A business process execution environment
— Allows a business process to be easily tested and run
— Translates BPM into an executable service composition
— Automatically deploys into a shared virtual machine pool
— Enables rapid refinement
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Challenges

How to create a comprehensive and holistic
framework to foster cross-enterprise collaboration?

How to enable rapid iteration and testing?

How to handle security requirements?

— How to express security requirements?

— How to integrate them into the business process?

— How to map them into enforceable security mechanisms?
— How to support them at runtime?
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Our Solution::Overview
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Выступающий
Заметки для презентации
People with different skill sets, and most importantly, from different companies, work to create a single model.

A graphical editor runs locally as an Eclipse plug-in, and everything else is shared in the cloud (Open Cirrus).


Mapping the Problem to Open Cirrus

Secure Business Processes as a S Our Goal
Service

Physical Machines as a Service | Open Cirrus
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Mapping the Problem to Open Cirrus::Gaps

Secure Business Processes as a
Service

{

Workflow Execution as a Service

{

Virtual Machines as a Service

{

Physical Machines as a Service

&= Our Goal

&= Gap

&= Gap

&= Open Cirrus
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Mapping the Problem to Open Cirrus::Solution

Secure Business Processes as a S Our Goal
Service
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Workflow Execution as a Service Se— ApaChe ODE
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Our Solution::Overview
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Our Solution::Overview
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Qur Solution::Abstractions

NF-Attribute

— Models non-functional characteristics that either can be precisely
measured or not quantified

— Two kinds: primitive, composite
— e.g., Confidentiality

NF-Statement

— High-level constraint described in terms of levels (High, Medium,
Low, Customized)

— e.g., High Confidentiality

NF-Action

— Models either any software aspects or any hardware characteristics
that realise the NF-Attribute

— e.g., UseCryptography
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Qur Solution::Abstractions

NF-Group
— It enables us to group NF-Actions in such way that facilitates
their reuse
— e.g., UseCryptography, UseAuthentication

NF-Property
— It is associated to NF-Actions and allows more detailed
definition of an NF-Action

— e.g., encryption type

NF-Bind
— It captures the integration of these NF-* abstractions with
BPMN (tasks/data objects)
— e.g., High Confidentiality associated to BPMN Task “Credit

Card Payment”
P o
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Our Solution::Abstractions Graphical Notation
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Our Solution::Methodology
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QOur Solution::Architecture
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QOur Solution::Tools::Editor Business View
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QOur Solution::Tools::Editor
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Our Solution::Tools::Editor Security View
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Qur Solution::Tools::Translator
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Our Solution::Tools::Auxiliary Engine

4 Auxiliary Engine
Handlers Translators = AOP Deployers
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RestrictAccess WS-BPEL Log ODE
Security RestrictAccess JBOSS
UseCryptography
UseAuthentication
CheckDatalntegrity

\_
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» Support provided by orchestration engines to enforce security requirements varies

So, the Auxiliary Engine ...

* Needs to provide either full or partial support to security enforcement

« Serves as a uniform interface to enforce security requirements

* Currently integrated with Apache ODE, JBOSS
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Running Example:: Virtual Travel Agency

VTA Security requirements

— Internet portal — Encrypt credit card
— Companies, government information in all
services and end-users communications
interested in travel — VTA and its partners
— Runs though the need valid digital
composition of services signatures
available in the Internet — Authentication

mechanisms must be
used in all interactions
among web services

Customers interact with
VTA for service usage,

payment and non- — Log all operations for
computational assets auditing purposes

— VTA / partners restrict
access to specific IP
addresses / domains
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By applying the methodology...

....... 4. Action Enrichment
5.Task Enrichment

6. Data Enrichment
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By applying the methodology...

1. Business Process Modelling

2. Security Requirements Modelling 3. Service Enrichment

4. Action Enrichment
5.Task Enrichment
6. Data Enrichment

Generic WS-BPEL

7. Predicate Enrichment

BPMN
_l Annotated

<process name="VTAProcess">
<variables/>

<sequence name="main">

r-==y - 3 |
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oceive name="_ssld1"/>

oke name="_ssld2"/>

pty/>
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By applying the methodology...

1. Business Process Modelling
2. Security Requirements Modelling

....... 4. Action Enrichment
5.Task Enrichment

Platform-Independent Security File

uirements
mr—"'http://secmosc/nf-requirements">
<nfr:nf-statements>
<nfr:nf-statement
name="Customised Security"
taskID="_AJd9lY1YEd6ot5gEMiwSBw">
<nfr:nf-actions>

<nfr:nf-action
<nf-action name="UseCryptography*

nf-attribute="Security\Confidentiality">

BPMN .
— | Annotated <nf-properties>
| R AL i
y

af-property name="Algorithm*
8. Platform Independent 9. Platform Independent 10.Platfgrm Independent
WS-BPEL Generation Service Information
Generation

alue="TripleDes"/>
carhectfication - I nroperty name="Encryption Type"
l 11. Platform Specific
WS-BPEL Generation

T o |lue="Asymmetric"/>
13.Execution of
Specific WS-BPEL

-property name="Encrypted Parts*
alue="Body"/>
properties>
</nfr:nf-action>
</nfr:nf-actions>
</nfr:nf-statements>
</nfr:nf-requirements>

12.Platform Spécific Security <
Configuration Generation
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By applying the methodology...

1. Business Process Modelling

7. Predicate Enrichment

BPMN
_l Annotated
|

10.Platfq
Security|
Generati

9. Platform Independent
Service Information
Generation

l 11. Platform Specific

WS-BPEL Generation
13.Execution of
Specific WS-BPEL

8. Platform Independent
WS-BPEL Generation

12.Platform Sp

Configuration (

Platform-Specific Security File (JBOSS)

<jboss-ws-security>
<key-store-file>
repository/engine.ks
</key-store-file>
<key-store-type>
JKks
</key-store-type>
<key-store-password>
engineKsS
</key-store-password>
<config>
<timestamp ttI="300" />

algorithm="tripledes"/>
<requires>
<encryption />
</requires>
</config>
</jboss-ws-security>

<encrypt type="x509v3" alias="payment"
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Open Cirrus Wish List

Save and restore the disk images we created

Reserve and easily use machines from more than
one Open Cirrus site

Better documentation of Open Cirrus
Community document repository

Remote power-cycle to recover hung machines
Ability to install an OS on the machine remotely
Ability to see consoles of machines

Services above the infrastructure level

entr
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Conclusion & Future Work

Contributions
— Novel holistic model-driven approach

— Enables cross-enterprise collaboration of business experts,
security experts and service composition developers

— Toolset supports business process and security requirement
modelling, automatic code generation, and cloud deployment

Future Work
— Extend the binding of security requirements to other BPMN
element types beyond tasks, task groups, and data objects

— Define and realize additional security requirements
— Monitor security requirements at runtime
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